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Configuring Dynamic VPN — Application Note

Introduction

Dynamic VPN is Juniper’s clientless solution for remote access IPSEC VPN. This client is dynamically
delivered from the SRX to end users, and simplifies remote access by enabling users to establish secure IPSec
VPN tunnels without having to configure VPN settings on their computers. This process is initiated by the client
browsing to https://<serverhost>/dynamic-vpn and authenticates using a username and password.

Feature License

Dynamic-VPN is a licensed feature. Licenses are available for 5, 10, 25 and 50 concurrent users. A two user
evaluation license is provided free of cost. These evaluation licenses do not expire. More information on
licensing on specific products can be found at the product datasheet at
http://www.juniper.net/us/en/local/pdf/datasheets/1000281-en.pdf .

Platform support
Table below lists the minimum software release required to support DVPN on SRX platforms:

Platform JUNOS release
SRX 100 10.0

SRX 210 9.6

SRX 240 9.6

SRX 650 Not supported yet
SRX 3000 series | Not supported
SRX 5000 series | Not supported

The Dynamic-VPN client is supported on Windows XP and Windows Vista both32 bit and 64 bit versions and
all service packs.

Limitations

External RADIUS server is required for XAUTH and to provide an IP address
Shared IKE id is not supported

Perfect Forward Secrecy-PFS is mandatory

Custom IKE/IPSEC security proposals are required

FQDN is the only IKE-id supported

Dynamic VPN Example

Dynamic VPN requires configuration only on the SRX services gateway. The example below illustrates how
two remote users, Boston and Newyork will establish a secure tunnel and communicate with a protected
resource behind the SRX gateway. The user first navigates to the URL https://10.0.0.1/dynamic-vpn. The
address 10.0.0.1 is the IP address of the public interface of the SRX gateway. The user then authenticates to the
SRX gateway. The Dynamic-VPN client along with the necessary configuration is automatically downloaded.
The user will be prompted to enter the Xauth username and password. The tunnel is then established and a
virtual interface will be created on the Windows PC along with routes for the protected resources.
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Topology
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Sequence of Events

This section describes the sequence of events in establishing an IPSec tunnel to access the protected resource behind the SRX
gateway.

1. User points the browser to https://10.0.0.1/dynamic-vpn

2. The WEBAUTH process on the SRX gateway prompts the user for login credentials. The user can be authenticated by local
database on the SRX device or via a RADIUS server.
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3. Upon successful authentication IPSec client is downloaded to the user’s computer.

4. The user is then prompted to accept the certificate from the SRX gateway. Once the certificate is accepted, the relevant IPSec
configuration to establish the tunnel is pushed from the SRX gateway to the IPSec client.

Invalid Server Certificate

Connection Properties Certificate has an untrusked rook certificate
Host:  10.0.0.1 Certificate has preferred issuer
Twpe:

signed

H Remembet my seleckion For this server and
cerkificate

[ Accepk I [ Reject

5. The dynamic client attempts to establish the [PSec tunnel.

6. The configuration on the SRX gateway initiates the XAUTH process, prompting the user for XAUTH credentials. XAUTH
process on the SRX gateway requires a RADIUS server.

© Juniper Networks, Inc. 5



Configuring Dynamic VPN — Application Note

Rl Juniper

MName = Status Type Elapsed Time
W00 Connecting o server firewsall nia

Connection Properties
Host: 10.0.0.1
Type: Firewal-YPH

Username:

| xauth

Password:

[Cunmask

7. The user credentials are passed on to RADIUS server. The RADIUS server authenticates the user and also pushes an IP
address and a subnet mask. In this example the client is assigned an IP address 5.1.1.100 and with subnet mask 255.255.255.0

8. The IKE and IPSec SAs are negotiated between the SRX and the dynamic-VPN client.

Ol Juniper

MName = Status Twpe Elapsed Time
Ein001 Connected to server firewall 00:02:58

9. A virtual adapter is created on the client PC and routes to the protected resource are installed.

10. The user can now access the protected resources.
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G WINDOWS\system32\cmd. exe

Subnet Mask . . .
Default Gateway .

Ethernet adapter Local Area Connection 2:

Connection-spe - DNS Suffix . spglab. juniper.net
IP Addres . : 18.159.4.183
Subnet Mask - . 255.255.252.0
Default Gateway = 18.159.4.1
18.159.4.1

Ethernet adapter ethl:

: DNS Suffix

Ethernci adapter Juniper Network Agent Uirtual Adapter:

Connectior scific DNS Suffix

IP Addre B i w o " : 5.1.1.108
Subnet Mask . . . . . . . : 255.255.255.0
Default Gateway . =

Jocuments and Settings“Administrator>route print 5.1.1.8 mask 255.255.255.8

Interface List
el ICP Loophack interface
..-08 B4 23 d8 93 27 ...... Intel{R> PRO-18BBA HMI Dual Port Server Adapter H2
= Packet Scheduler Minipowt
P 3 88 B4 23 48 23 26 . Intel{R> PRO-1888 HT Dual Port Server Adapter -
heduler Miniport
...88 38 48 B8 e2 Broadcom Het¥treme Gigahit Ethernet #2 — Pac
ket Scheduler Miniport
»x18086 ...08 30 48 B8 &2 Broadcom Metitryeme Gigabit Ethevnet — Packet
Scheduler Hiniport
aea7? ...82 85 85 7f eh BE Juniper Metworks Uirtual Adapter - Packet Sc
heduler Hiniport

o Gateway Interface Metwyic
L 2 S.1.1.1088 5.1.1.188 i@
Gate [ :
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Configuration
The configuration on the SRX Chassis can be divided into five steps

Access configuration
HTTPS configuration
IKE/IPSEC configuration
Dynamic VPN configuration
Policy Configuration

kW=

Step 1 : Access Configuration

The access configuration defines user profiles that are used for authentication. The profile user-auth-profile is
used for authenticating via webauth to the SRX device when the user points the browser to https://srx-ip-
address/dynamic-vpn. In this example the authentication is done using the local database with the users boston-
user and newyork-user; these profiles are used in Step 4. (The steps for creating Dynamic VPN users in Steel
Belted Radius are documented in the Appendix.)

It is possible to use RADIUS for web-authentication. The profile radius-server is used to specify the RADIUS
server used for Xauth during IKE negotiation.

root@coloclaw# show access
profile user-auth-profile {
client boston-user {
firewall-user {
password "$9$bns4JGUH.fQDiQ3/tIRvVM8"; ## SECRET-DATA
}
}
client newyork-user {
firewall-user {
password "$9$km5FCtOcyKn/yKM8dVamf"; ## SECRET-DATA
}
}
}
profile radius-server {
authentication-order radius;
radius-server {
10.159.4.8 secret "$9SHkfzCtOEcl69A01Irl"; ## SECRET-DATA
}
}
firewall-authentication {
web-authentication {
default-profile radius-server;
}
}
[edit]
root@coloclaw#

Step 2: HTTPS Configuration
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This configuration is used to enable https service on the SRX chassis. It also used to generate a local certificate for https
and define which interfaces the https daemon binds to.

root@coloclaw# show system services web-management https
system-generated-certificate;

interface ge-0/0/5.0;

[edit]

root@coloclaw#

Step 3: IKE/IPSec Configuration

This section defines the phasel and phase2 parameters for IPSec tunnel setup. In the below configuration we
use the profile radius-server for XAUTH which is defined under the access configuration.

IMPORTANT NOTE: AN IKE gateway and VPN must be defined for every single remote user that will
require remote access via the dynamic VPN tunnel. (In other words, for every user, there must be a
corresponding IKE gateway and VPN). If you have 20 users at a site and a Dynamic VN license on your SRX
for only 10 users, a separate user, IKE Gateway, and VPN must be defined for every user.

The RADIUS server defined in the access profile will be used in the XAUTH process to IP address to the IPSec
client.

IKE ( Phasel) Configuration

root@coloclaw# show security ike

proposal phasel-prop {
authentication-method pre-shared-keys;
dh-group group2;
authentication-algorithm shal;
encryption-algorithm 3des-cbc;

}
policy ike-pol {

mode aggressive;

proposals phasel-prop;

pre-shared-key ascii-text "$9$km5FCtOcyKn/yKM8dvamf"; ## SECRET-DATA
}

gateway dyn-gw-boston {
ike-policy ike-pol;
dynamic hostname boston;
external-interface ge-0/0/5.0;
xauth access-profile radius-server;

}

gateway dyn-gw-newyork {
ike-policy ike-pol;
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dynamic hostname newyork;

external-interface ge-0/0/5.0;

xauth access-profile radius-server;
}

root@coloclaw#

IPSec (Phase 2) Configuration

root@coloclaw# show security ipsec
proposal phase2-prop {
protocol esp;
authentication-algorithm hmac-shal-96;
encryption-algorithm 3des-cbc;

}
policy ipsec-pol {
perfect-forward-secrecy {
keys group2;
}
proposals phase2-prop;
}
vpn dynamic-vpn-boston {
ike {
gateway dyn-gw-boston;
ipsec-policy ipsec-pol;
}
}
vpn dynamic-vpn-newyork {
ike {
gateway dyn-gw-newyork;
ipsec-policy ipsec-pol;

}

root@coloclaw#

Step 4: Dynamic VPN Configuration

The dynamic VPN configuration defines the protected resources that can be accessed only through the VPN tunnel and associates the
remote user to an [PSec tunnel.

In the CLI remote-protected-resources identify the networks or hosts that will access via the tunnel encrypted and remote-exceptions
identify that networks to which traffic is sent in clear text.

In this example the user boston-user is associated with the IPSec VPN dynamic-vpn-boston and only the traffic destined to the subnet
5.1.1.0/24 will be encrypted. The rest of the traffic will be clear text. It is possible to have multiple subnets/hosts as protected
resources and remote exceptions.

root@coloclaw# show security dynamic-vpn

access-profile user-auth-profile;
clients {

clientl {
remote-protected-resources {
5.1.1.0/24;
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remote-exceptions {
0.0.0.0/0;
}
ipsec-vpn dynamic-vpn-boston;
user {
boston-user;

}

client2 {
remote-protected-resources {
5.1.1.0/24;

}
remote-exceptions {
0.0.0.0/0;
}
ipsec-vpn dynamic-vpn-newyork;
user {
newyork-user;

i
i
[edit]
root@coloclaw#

Step 5: Policy Configuration
The policy configuration defines security policy for allowing traffic to traverse the SRX chassis. It also defines the IPSec tunnel
binding. One important thing to note is that the first policy to meet the match criteria need not necessarily be the policy that is used for

the tunnel (see explanation below).

root@coloclaw# show security policies from-zone untrust to-zone trust
policy vpn-boston {
match {
source-address any;
destination-address any;
application any;
}
then {
permit {
tunnel {
ipsec-vpn dynamic-vpn-boston;

}
policy vpn-newyork {
match {
source-address any;
destination-address any;
application any;
}
then {
permit {
tunnel {
ipsec-vpn dynamic-vpn-newyork;
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}
}

root@coloclaw#

From the above snippet, it may appear that the policy with “vpn-newyork” will never match. However this is an exception only for
remote access VPN. For remote access, the VPN policy match is based on the IPSec tunnel that is bound to the dynamic VPN. Hence
if the IKE and IPSec SA’s are up for VPN “dynamic-vpn-newyork™ the policy with vpn-newyork is matched and not policy vpn-
boston. This may seem counter intuitive, but this exception is needed when there are similar match criteria for different VPN tunnels
in the same zone context.

Technical Documentation Reference
For additional information, refer to the following technical documentation:

JUNOS Software, Security Configuration Guide, Chapter 17 - Dynamic VPNs

PDF:

http://www.juniper.net/techpubs/software/junos-security/junos-security96/junos-security-swconfig-security/junos-
security-swconfig-security.pdf

HTML:

http://www.juniper.net/techpubs/software/junos-security/junos-security96/junos-security-swconfig-
security/frameset.html.

© Juniper Networks, Inc. 12



Configuring Dynamic VPN — Application Note

Troubleshooting Dynamic VPN

Unable to connect to the https://router-ip/dynamic-vpn?

e Verify the SRX gateway’s IP address is reachable. The system service ping must be enabled on the interface for it respond to
ICMP echo requests

o  Verify that a certificate is configured and HTTPS service is enabled on the interface. Use the command: show system services
web-management https

e If the problem still persists enable traceoptions using the command sef system services web-management traceoptions flag all.
The logs can be viewed using the operational mode command show log httpd-gk

Login at https://router-ip/dynamic-vpn always fails with the message user not found?

Configure authd debug with the following config command “set system processes general-authentication-service traceoptions flag
all” and check the logs at /var/log/authd .The logs can be viewed using the operational mode command “show log authd”

Login at https://router-ip/dynamic-vpn always fails with the message no configuration for user

Verify the configuration for any errors. There must be a dynamic VPN access profile as described in step 4 configured for every
remote user. If the error persists with the dynamic VPN access profile configured, from the Unix shell delete token-info file “rm -rf
/var/db/dynamic-vpn-ipsec/tokens-info”

Then restart web-management from the operational CLI using the command “restart web-management”

The client fails to download after successful login at https://router-ip/dynamic-vpn

Look for logs in the httpd-gk file. Enable traceoptions using the command set system services web-management traceoptions flag all.
The logs can be viewed using the operational mode command show log httpd-gk

The client downloads, but I am never prompted for Xauth?

Configure traceoptions for IKE logging with the following command set security ike traceoptions flag all

Check the logs at “/var/log/kmd” for any phase-1 errors like “no proposal choosen” or “no vpn found “.

If you the above errors are present, view the logs in “/var/log/httpd-gk” to see what IKE/IPSec parameters were pushed to the remote
client.

If there are no messages in “/var/log/kmd” the dynamic-VPN client did not trigger the tunnel. Client side debug needs to performed.

Xauth succeeds but the connection is never established?
Verify the IKE and IPSec SA and tunnel sessions are established.

root@coloclaw# run show security ike security-associations

Index Remote Address State Initiator cookie Responder cookie Mode

2629 10.0.0.101 UP  c2f78e874174f510 26fdd605fb9b912¢ Aggressive
2630 10.0.0.102 UP 30dcd92afb08d32d 76dfctbe2b5ac837 Aggressive

root@coloclaw# run show security ipsec security-associations
Total active tunnels: 2

© Juniper Networks, Inc. 13
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ID Gateway Port Algorithm SPI Life:sec/kb Mon vsys
<2 10.0.0.101 500 ESP:3des/shal 59efbect 28772/ 450000 - 0
>2 10.0.0.101 500 ESP:3des/shal b7cf005 28772/450000- 0
<3 10.0.0.102 500 ESP:3des/shal bc7948b0 12397/449988 - 0
>3 10.0.0.102 500 ESP:3des/shal d636d7ae 12397/ 449988 - 0
<3 10.0.0.102 500 ESP:3des/shal 8582728d 25395/449988 - 0
>3 10.0.0.102 500 ESP:3des/shal 7b8ef29a 25395/449988 - 0

root@coloclaw#
root@coloclaw# run show security flow session tunnel
Session ID: 3, Policy name: N/A, Timeout: N/A
In: 10.0.0.102/34178 --> 10.0.0.1/29325;esp, If: ge-0/0/5.0
Session ID: 4, Policy name: N/A, Timeout: N/A
In: 0.0.0.0/0 -->10.0.0.1/0;esp, If: ge-0/0/5.0
Session ID: 61646, Policy name: N/A, Timeout: N/A
In: 10.0.0.101/48249 --> 10.0.0.1/18608;esp, If: ge-0/0/5.0
Session ID: 61647, Policy name: N/A, Timeout: N/
In: 10.0.0.101/0 --> 10.0.0.1/0;esp, If: ge-0/0/5.0
4 sessions displayed
root@coloclaw#

If there are no SAs or the tunnel session check the logs at “/var/log/kmd”.

Configuring Radius

The snippet shows the RADIUS configuration from the file /etc/raddb/users of the free RADIUS server which was used
for this example.

xauth Auth-Type := Local, User-Password == "xauth"
Service-Type = Login-User,
Login-Service = Telnet,
Framed-IP-Address = 5.1.1.100,
Framed-IP-Netmask = 255.255.255.0

xauthl Auth-Type := Local, User-Password == "xauth1"
Service-Type = Login-User,
Login-Service = Telnet,
Framed-IP-Address = 5.1.1.200,
Framed-IP-Netmask = 255.255.255.0

© Juniper Networks, Inc. 14
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Full Configuration
The complete configuration from the router is pasted below.

system {
ports {

console log-out-on-disconnect;

root—-authentication {

encrypted-password "$1$c4d/BCboSHG5uIZgnnuJoMpAjIBLDT/"; ## SECRET-DATA

services {
web-management {
traceoptions {
level all;

flag dynamic-vpn;

http {

interface ge-0/0/5.0;

https {
system-generated-certificate;

interface ge-0/0/5.0;

processes {
general-authentication-service ({

traceoptions {
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flag all;

interfaces {
ge-0/0/0 {
unit 0 {
family inet {

address 10.159.5.173/22;

ge-0/0/1 {
unit 0 {
family inet {

address 5.1.1.1/24;

}
ge-0/0/5 {
unit 0 {
family inet {

address 10.0.0.1/24;

routing-options {

static {
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route 0.0.0.0/0 next-hop 10.159.4.1;

security {
ike {
traceoptions {
flag all;

level 15;

proposal phasel-prop {

authentication-method pre-shared-keys;
dh-group group2;
authentication-algorithm shal;

encryption-algorithm 3des-cbc;

policy ike-pol {
mode aggressive;
proposals prop;

pre-shared-key ascii-text "$9$km5FCtOcyKn/yKM8dvVamf"; ## SECRET-DATA

gateway dyn-gw-boston {
ike-policy ike-pol;
dynamic hostname boston;
external-interface ge-0/0/5.0;

xauth access-profile radius-server;

gateway dyn-gw-newyork {

ike-policy ike-pol;
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dynamic hostname newyork;
external-interface ge-0/0/5.0;

xauth access-profile radius-server;

ipsec {
proposal phase2-prop {
protocol esp;
authentication-algorithm hmac-shal-96;

encryption-algorithm 3des-cbc;

policy ipsec-pol {
perfect-forward-secrecy {

keys group?2;

proposals phase2-prop;

vpn dynamic-vpn-boston {
ike {
gateway dyn-gw-boston;

ipsec-policy ipsec-pol;

vpn dynamic-vpn-newyork {
ike {
gateway dyn-gw-newyork;

ipsec-policy ipsec-pol;
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zones |
security-zone untrust {
host-inbound-traffic {
system-services {

any-service;

interfaces {

ge-0/0/5.0;

security-zone trust {
host-inbound-traffic {
system-services {

any-service;

interfaces {

ge-0/0/1.0;

security-zone management {
host-inbound-traffic {
system-services {

any-service;

interfaces {

ge-0/0/0.0;
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policies {
from-zone untrust to-zone trust {
policy vpn-boston {
match {
source-address any;
destination-address any;

application any;

then {
permit {
tunnel {

ipsec-vpn dynamic-vpn-boston;

policy vpn-newyork {
match {
source-address any;
destination-address any;

application any;

then {
permit {
tunnel

ipsec-vpn dynamic-vpn-newyork;
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dynamic-vpn {
access-profile user-auth-profile;

clients {

clientl {
remote-protected-resources {

5.1.1.0/24;

remote-exceptions {

0.0.0.0/0;

ipsec-vpn dynamic-vpn-boston;
user |

boston-user;

client2 {
remote-protected-resources {

5.1.1.0/24;

remote-exceptions {

0.0.0.0/0;

ipsec-vpn dynamic-vpn-newyork;

user {

© Juniper Networks, Inc. 21



Configuring Dynamic VPN — Application Note

newyork-user;

access {
profile user-auth-profile {
client boston-user {
firewall-user {

password "$9Sbns4JGUH.fQDiQ3/tIRvVM8"; ## SECRET-DATA

client newyork-user {
firewall-user {

password "$9$km5FCtOcyKn/yKM8dvamf"; ## SECRET-DATA

profile radius-server {
authentication-order radius;
radius-server {

10.159.4.8 secret "$9SHkfzCtOEcl69A01Irl"; ## SECRET-DATA

firewall-authentication {
web-authentication {

default-profile radius-server;
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traceoptions {

flag all;
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Appendix - Configuring Steel Belted Radius

In this Application Note, users were authenticated to the local database. The steps for setting up Steel Belted Radius for
Dynamic VPN users (based on SBR v5.3.0) are as follows:

1. Locate the Juniper Networks dictionary files on the Steel Belted Radius.

In order to modify the dictionary file, first find out the location from which the SBR instance is running. This can be
located by going to the Start -> Administative Tools -> Services. Then right click and select properties as per the
illustration below:

Fil=  Action Wiew Help
== |mEFBER| 2E| > a0
E@ Services (Local) Services {Local)

steel-Belted Radius Mame  / | Description | Stabus | -
Simple Mail Transpo... Transports...
Stop the service 88 Smart Card Manages a...
EEstari e sanyice %Smart Card Helper Provides s...
%Special Administrati,..  allowes adm,..
Diescription: i S0LAgentFRTC
%:I:\I.-'I:::er Metworks Stesl-Belted Radius %Steel—Belted Radius Juniper Me...  Started

Cuacbarn Euank kakiFi Pmmibme e o Skavkad
Steel-Belted Radius Properties {Local Computer) EE3

General I Log On I Fecoven I Dependencies I

Service name: Steel-Belted Radius

Dizplay name: |SteeI-BeIted Fadius

Description: ’Juniper Metworks Steel-Belted B adiuz Service ;l

Fath to_sxee

Extended 4 =

Startup type: I.-’-\utomatic LI
Service status: Started
Start I Stop Eatse FHesume I

“'ou-can specify the start parameters that apply when wou start the zervice
frorm here.

Start parameters: I

(u] % I Cancel Lpply
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Go to the folder as highlighted above and locate the juniper.dct file. If the juniper.dct file is available, continue on to
Step 2.

If the juniper.dct file is not available, create it. A sample dictionary file is attached to this technote in the KB.

After creating the juniper.dct file, you will also need to edit the vendor.ini file and add the following additional
components.

vendor-product = Juniper M/T Series
dictionary = Juniper
ignore-ports =no
port-number-usage = per-port-type

help-id =2000

Important: Restart the SBR service from the Start -> Administative Tools -> Services tab (after creating the juniper.dct
file and modifying the vendor.ini file).

2. Edit the juniper dictionary file

Edit the juniper.dct file.
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File Edit Wiew Favorites Tools Help |
(QBack - 0 - T | ) search Folders | (& (30 > ¥ | (A~

Address Program Files! Juniper Mebworks! Steel-Belted Radius)Service Ll E
e ——— I
e | pate Modified | attributes |

Mare = )

lﬁ insidetrack.dil
insidetrack.gen

@ Idapauth.aut

=

The attributes that are required for Dynamic VPN are the following:

Framed-IP-Address

Framed-IP-Netmask

Juniper-Primary-Dns (Vendor Specific Attribute)

Juniper-Primary-Wins (Vendor Specific Attribute)

163 KE
1KE

3kE

ZKE

Application Extension
GEN File

DCT File

AT File

/52007 4:26 PM
12/132005 5:37 PM

intel,dct SKE DCTFile &/5/2007 4:09 PM
ip3.det 3KE DCTFile 6/5/2007 4:09 PM
ipass.dct 1KE DCT File 6/5/2007 4:09 PM
@ ipunplugged. dct ZKE DT File 6/5/2007 4:09 FrM
@ itras., dct 1KE DCT File &/5/2007 4:09 PM

i 543 KB Application Extension  &/5/2007 4:10 PM

10/7/2009 5:21 PM

et 1KB DCT File 6/5/2007 4:09 PM
larsc Type: DCT File : 1KE DCT File 6/5/2007 4:09 PM
,;_’35] Idap. E;t; ;%Tf,'fsd' 102200852161 205KE Application Extension  6/S/2007 4:27 PM
|dap Arcessorge 2KB (GEN File 10§27 /2006 4:15 PM

1/5/2006 3:40 PM

‘ﬁ Idapauth.di 285 KB Application Extension  &/S/2007 4:28 PM
é’] libnspr4.dil 204 KB Application Extension  5/23/2006 2:49 PM
.j!rj libple . il ZBKE Application Extension  7i17/2006 5:40 PM
é] libplds<. dll Z4 KB Application Extension  7f17/2006 5:40 FM
E] license. bxt 15KE Text Document 2126/2006 5:56 PM
Irs.dct 1KE DCT File 6/5/2007 4:09 Pr
rarc.dek 60KE DCT File 6/5/2007 4:09 PM
@ nautica, dek SKE DCTFile 6/5/2007 4:09 PM
@ nethblazr. det 3KE DT File &/5/2007 4:09 PM

If these attributes are not in the juniper.dct file, add them.

After editing, the juniper.dct file should look something like the following:

A

A
A
A
A
A
A
A
A
I
A
A
A
A
A
A
A
A
A
A
A
A
A
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B juniper.dct - WordPad

Fil= Edit Wiew Insert Format Help

D E| S .l ¢

B

fradius.det

#

# Juniper specific parameters

#

HMACRO Juniper-V3A(t,=s) 26 [vid=Zg36 Typel=3L3%

ATTRIBUTE Juniper-Local-User-Name
ATTRIBUTE Juniper—-.illow-Corrrands
LTTRIBUTE Juniper-Deny-Corrahds
ATTRIBEUTE Juniper-iAllow-Configuration
ATTRIBUTE Juniper-Deny-Configuration
ATTRIBUTE Juniper-Local-User-HName
ATTRIBUTE Juniper-.illow-Corands
LTTRIBUTE Juniper-Deny-Corrahds
ATTRIBEUTE Juniper-iAllow-Configuration
ATTRIBUTE Juniper-Deny-Configuration

ATTRIBUTE Juniper-Interactive-Cornand
ATTRIBUTE Juniper-configuration-Change
ATTRIBEUTE Juniper-Uszer-Fermissions

=k Juniper-Primary-T

TRIEBUTE Juniper-Primary-TUins

TRIEUTE Juniper-Secondary-Dhs

EIEUTE Juniper-Secondary-Wing
Jundiner—Tnt spEecE=1c

ATTRIBUTE Juniper-Ip-Fool-Name

LTTRIBUTE Juniper-Keep-Alive

ATTRIBEUTE Juniper-cof-Traffic-Control-Profile

ALTTRIBEUTE Juniper-CoS-FParswmeter

ATTRIBUTE Juniper-encapsulation-overhead

ATTRIBUTE Juniper-cell-owverhead

ALTTRIBUTE Juniper-tx-connect—-spesd

ATTRIBEUTE Juniper-rx-connect—-zpeed

ATTRIBEUTE Juniper-Firewall-filter-name

ATTRIBUTE Juniper-Policer-Farsmeter

ATTRIBUTE Juniper-Local-Group-Hame

LTTRIBUTE Juniper-Local-Interface

ATTRIBEUTE Juniper-3witching-Filter

Juniper-¥34(1, string)
Juniper-Vaki2, string)
Juniper-¥alki3, string)
Juniper-v¥akid, string)
Juniper-¥3L(5, string)

Juniper-W3a(1l,
Juniper-V3hLi(z2,
Juhiper-V3h(3,
Juhiper-V3hA(4,
Juniper-W3a(5,

Juniper-V3A(5,
Juhiper-VIA(9,
Juniper-V3A (10

Juniper-W3a(31
Juhiper-Vak(32
Juhiper-VWah(33
Juhiper-Wik(34
Juniper-W3L(35
Juniper-W3L(36
Juhiper-V3AL (37
Juhiper-V3L(35
Juhiper-W3iL(39
Juniper-W3i (40
Juniper-W3i(41
Juhiper-Vahk4z2
Juhiper-V3h (43
Juhiper-Wih(44
Juniper-V3i(45
Juniper-W3i(46
Juhiper-Vih (47
Juhiper-V3h (45

lenl=+z data=3s%]

Ln T & T o T A

sString)
string)
string)
string)
string)

string)
string)
s String)

, ipaddr)
; ipaddr)
s ipaddr)
; ipaddr)
, String)
, String)
s integer)
s String)
s String)
;, integer)
s integer)
; integer)
s lnteger)
; String)
, String)
, String)
s String)
s String)

HEHHH HEHE HEHE HEH HEHE HEHE HEHE
# Juniper.dct - Juniper Networks dictionary
3333 F:3:3:35 F:3:3:35 F:3:3:4 F:3:3:35 F:3:3:35 F:3:3:35

Emv Usle  mumes E1

3. Create an IP Pool for Dynamic VPN users

R R R R R

[a T o

o () . (B (8 (0, (80 o () o () o (Y (0 () o () (00 (Y (00, () (0 (BB

Hegpasg

HudnEnd

Start or go to the Steel-Belted Radius Application. Click the Address Pool option on the left panel, and then click the Add

option as highlighted in red below.
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Y= Steel-Belted Radius Global Enterprise Edition (LAB-D1)

File Panel Web Help

©rRefresh QO print (0 20d) DEdt @cut @copy @Facte ERDekets

[=-Steel-Betted Radius IP Address Pools | IPX Address Pools |
— @ Server Connection T R
— @ RADIUS Clierts i
— @ Users
— @ Profiles
— @ Proxy Targets Edit IP Address Pool
— @ Tunne i
i ©
Mame: 2222
— @ Administratars
— @ Authertication Policies Description: I
— @ Replication i o
| @ Statictics ress Ranges
—® Reports Starting Address Size |
Add Exclit | Delste |
SavE I Cancel |
Edit IP Address Range
Starting address: ‘
Mumber of addrezses: |@
Save I cancel |

Then setup the first IP address for the Dynamic VPN client and the number of addresses required.

Click save to save the configuration.

4. Configure the Radius Client (SRX)

Click the RADIUS Clients option on the left panel, and make sure that the following fields are correctly configured:

- IP address (the IP address of the SRX)
- shared secret (it needs to be same value assigned on the SRX)
EG:

root@SRX210> show configuration access
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profile radius-profile {
authentication-order radius;

radius-server {

10.85.49.24 secret "$95/)JeAulSrv7-wRh-wYgUD9Ap"; **note hashed shared secret

- Make/Model should be selected as the Juniper M/T Series
- Address pool needs to selected

File Panel ‘Web Help

@ Refresh QPrint € Add &P Ect @ out copy (O Faste 3 Delete

[=-5teel-Beted Radius P Address Maketdodel | Address Pool
— @ Server Connection ;l
3 N7 47244 &4 107 hlatomraan T
— @ Users Edit RADIUS Client
— @ Profiles @
— @ Proxy Targets Mame: |1085 43 163 :
— @ Tunnels
— @ Address Pools Description: |1 0.35.49.163
— @ tdministrators
— @ tuthertication Policies IP &Address: (]1 08549163 )
— @ Replication
— @ Statistics Shared zecret: l:l******** ) alidete |
— @ Reports [T Unimzsk
hakedmocdel: (lJuniper MIT Seties) LI Wieh Info |
[ E& Location Groug: I =]
Advanced
[ usze different shared secret for Accounting Edit..;
[T Azsume doven if ho keepalive packets after I seconds
Save | Cancel |
S5G-138 1721951 135 Metscreen T...
SSG-20WLAN 1721951 36 Netscreen T..
ESG-20WL.. 1721951185 - Standard ...
SSGAALAN 1721951 140 Metscreen T...
=SG20 1722428250 Metzcreen T...
ESG5-142 17219.51 142 MNetzcreen T...
TEST 17219.51.355 Netscreen T...
TEST-JSERIES 172.19.51 470 Junieer MIT ... LI

5. Setup the Radius Access Profile
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First, click the Profiles option and then the Add option.

On the Return list tab, select the Add option to add the following:

Framed-IP-Address
Framed-IP-Netmask
Juniper-Primary-Dns (Vendor Specific Attribute) *optional

Juniper-Primary-Wins (Vendor Specific Attribute) *optional

The following illustrates the setup:

F= steel-Belted Radius Global Enterprise Edition (LAB-01)

File Panel Web Help

@ Refresh (D Print @ Qe @Cut & cCopy @Fase €8 Delete

[=EHteel-Betted Radius Mame - Description
— @ Server Connection
— @ RADIUS Clients . ;
| s Edit Profile x|
(2)
— @ Proxy Targets Iame: IFULL
— @ Tunnels o
— @ Address Pools AT IfuII
— @ administrators — Atribute:
— @ Avthentication Polic
— @ Replication Check list  Return list |
— @ Statistics
| @ Reports Aftribute Yalue | Echo |
o
Al Ediit | Delete |
Add Return List Attribute B3
f
Attributes: P Address: @
|55 |
I Cloze

Fratmed-TP-Tetmas i+ Address Poal:

Framed-IPvE-Poal

Framed-IPvE-Prefix LI LI

ool associated with RAS Client

The final setup should look like the following:
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P steel-Belted Radius Global Enterprise Edition (LAB-01)
File Panel Web Help

@ Refresh Q) Print Wit @Cut @ Copy @Fsst 64 Delete

[EH-Steel-Beted Radius Mame Description
|— @ Server Connection

| @ RADIUS Clients T

— @ Users

— @ Proxy Targets Natre IFULL
— @ Tunnelz i

| @ Addrass Fools Description: Ifull

— @ Administrators - Attributes

| @ Authentication Folicies

— @ Replication Check ligt Return list I
| @ Statistics

" @ Reports

Framed-IP-Metmask
Jurniper-Pritary-Dns

Framed-IP-Address [ <]

Save | @
[z222 caricel |

 Address Pook:

tutivalued Srderable. [ Echo

Add Eclit De

Save

* Note that the Return list may be applied either to a specific user or to the Profile.

6. Create the users on the Steel Belted Radius

The last step is to setup the individual users (Dynamic VPN users) and apply the correct access profile to the users.

Click the Users option then select Add to add a new user. The highlighted fields, Name, Password, and Attributes profile,
need to be filled in. Also ensure that the correct profile (created in the previous step). The following illustration is a
sample configuration:
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¥¥ steel-Belted Radius Global Enterprise Edition (LAB-01)

File Pamel ‘web Help

© Refresh (2 Print WDEdt @cut @ Copy G Fosie €9 Delete

E-Stesl-Beted Radius
— @ Server Connection
— @ RADIUS Clierts

— @ FProfiles

— @ Proxy Targets

— @ Turnels

— @ Addresz Pools

— @ Administrators

— @ 2uthertication Palicies
— @ Replication

— @ Statistics

— @ Reports

Wative | pomain | Hast | Securn | TAcAcs-] |
|Name ¢ |Pr0file I
Edit Native User
It (lWEI )
Descripgtion: I
Pazawor: (l******** ) Walidate |

- Attribte:

[l Unrrizzk B Stare hash of password

User-specific:

L —
% use profile:  [FULL

Checklist Return list |

j Wiews |

|

Adtribute

wWalle

I Echo |

Al

Edft...

| Delete |

9

o

™ Maximum concurrert connections: I

Save I

Cancel |

@
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